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This thesis presents the design, implementation, and evaluation of AetheHatparcost IoT

sensor network for continuous indoor air quality and noise monitoring in an industrial
environment.The system was developed for the aluminum powder coating facilities of ELVIAL
S.A. irKilkis In the context of the literature review conducted, no corresponding loT sensor
network application specifically designed for this industrial environment was identified.

The architecture comprises five autonomous sensor nodes based on the -ESP32
YAONRBO2YUGNREtf SNE SldaALIISR gAGK (SYLISNI G dz
particulate matter PM2.5/PM10 (ZHO3B), and noise (analog MEMS microphone) sensors. The
nodes commuitate via LoRa (SX1276, SF10) with a central EsP@ateway, which forwards

data through MQTT/TLS to a TIG stack backend (Telegraf, InfluxDB, Grafana) running in Docket
containers. The design includes custom PCBgrBied enclosures with neodymium maets

for rapid mounting, and a deep sleep strategy providinglll0days of battery autonomy with

dual 18650 Lion cells.

Evaluation was based on seven weeks of pilot operation data (FelgAany 2026). Key
findings include qualitative convergence of noise measurementg1060dB deviation) and
particulate matter readings with independent certified measurements, clearetation of all
SYGANRYYSYyGlrf LI NIYSGUSNEB gAGK (GKS LINRRdzO( A 2
offset due to automatic selfalibration incompatibility with deep sleep, and documentation of

alert fatigue with 5,677 emails over 64 days. #odnd latency was measured at @Ib
secondsandpey 2 RS O02aid [0 eTHODT O

The complete source code, circuit schematics, PCB files, 3D models, and Grafana configurations
are published in a public GitHub repository under an epeuarce license.

Keywords
Internet of Things (loT), indoor air quality, industrial monitoring, particulate matter, noise,

LoRa, ESP32, lemwst sensors, electrostatic powder coating, Grafana, InfluxDB, MQTT, deep
sleep, alert fatigue, occupational health and safety
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Gerber file: Node_PCB1_20260113213623.2ip_Y23 Build Time: 2 days
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Product Type: Industrial/Consumer electronics Different Design: 1
Delivery Format: Single PCB PCB Thickness: 1.6mm
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bytes

struct  SecurePacket {
uintlé_t magic;
uintlé_t deviceld;
uint32_t  packetld;
float  voltage;

float  noise_db;
float  temp;
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9. float  hum;

10. float  pressure;
11. float iaq;

12. uintlé_t co2;

13. uintl6_t pmi;
14. uintl6_t  pma25;
15. uintl6_t  pm10;
16. float  tvoc;

17. uint 8_t padding [4];

18. };

19.

{7 >wis* >~ ny o6edGSa of o E mc oeiéiSauv +san &
he v j _ O MHYy> <Y S<l'9{Y T4 h 9 h Ah
¢ - SR <" Y ts’ ht  >w> o, I P
1. void encryptAndSend ( SecurePacket * pkt ) {

2. mbedtls _aes_context aes;

3. mbedtls_aes_init(&aes);

4,

5. uint8_t  keyBytes[16];

6. cfg_aesKey.getBytes(keyBytes, 17);

7. mbedtls_aes_setkey_enc(&aes, keyBytes, 128);

8.

9. uint8_t  input[48];

10. uint8_t  output[48];
11. memcpy(input, pkt, 48);

13. for (int i=0;i<3; i++) {
14. mbedtls_aes_crypt_ecb(&aes, MBEDTLS_AES_ENCRYPT, input + (i*16), output + (i*16));

16. mbedtls_aes_free(&aes);
18. LoRabeginPacket();

19. LoRawrite(output, 48);
20. LoRaendPacket();

21.}

22.
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1. float calculatelAQ( float gasResistance, float humidity, float baseline){
2 float  hum_reference = 40.0;
3 float  hum_weighting = 0.25;
4 float gas_weighting = 0.75;
5.
6 float  current_hum_contribution = 0;
7 if  (humidity >= 38 && humidity <= 42)
8. current_hum_contribution = 0.25 * 100;
9. else {
10. if  (humidity < 38) current_hum_contribution = 0.25/hum_reference * humidity * 100;
11. else current_hum_contribution = (( -0.25/(100 - hum_reference)* humidity) + 0.416666)
*100;
12. }
13.
14. float  current_gas_contribution = 0;
15.
16. if (baseline < 5000) baseline = 5000;
17. if (gasResistance > baseline) gasResistance = baseline;
18.

19. current_gas_contribution = (gas_weighting / (baseline
5000)) * 100;

20.

21. float iag_score = current_hum_contribution + current_gas_contribution;
22.

- 5000) * (gasResistance

23. float final_iaq = 500.0 - (iag_score * 4.75);
24. if (final_iaq < 25) final_iaq = 25;

25.

26. return  final _iaq;

27.}
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1. float gas_offset = current_baseline - bme.gas_resistance;
2.
3. if (gas_offset > 0) {
4.
5.
6.
7. current_baseline *= 0.9995;
8.
9.
10.
11. if (++decay_counter >= 20) {
12. saveBaseline(current_baseline);
13. decay_counter = 0;
14. }
15.
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16. Serial printfl vy! EO 10A1 EOUKk 0/, ,54%% s5' A0 11t &z&E | . “AOAI
Decay#%d) n",
17. bme.gas_resistance, current_baseline, gas_offset, decay_counter);
18. } else {
19.
20.
21. current_baseline = bme.gas_resistance;
22. saveBaseline(current_baseline);
23. decay_counter = 0;
24,
25. Serial .printf(  "Air Quality: CLEAN (New baseline: %.0f Ohm) \ n", current_baseline);
26. }
27.
28.
29. if  (current_baseline < 5000) current_baseline = 5000;
30.
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| 2. LoRasleep(); |
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| 5. const uint8_t pinsToGround[] = { |
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BAT_PIN, MIC_PIN, I2C_SDA, I2C_SCL, ZH_RX_PIN,
LORA_SCK, LORA_MISO, LORA_MOSI, LORA_CS, LORA_RST, LORA_DIOO
h

10. for (int i=0;i< sizeof (pinsToGround); i++) {
11. pinMode(pinsToGround[i], OUTPUT);

12. digitalWrite(pinsToGround[i], LOW);

13. }

16. digitalWrite(ZH_PWR_PIN, LOW);
17. digitalWrite(SENS_PWR_PIN, HIGH);

20. gpio_hold_en(( gpio_num_t )ZH_PWR_PIN);
21. gpio_hold_en(( gpio_num_t )SENS_PWR_PIN);
22. gpio_deep_sleep_hold_en();

25. uint32_t  jitter = esp_random() % 5000;
26. uinté4_t totalSleepUs = (cfg_sleepSec * 1000000ULL) + (jitter * 2000ULL);

28. Serial .printf(  "Sleep %d s \n", cfg_sleepSec);
29. Serial .flush();

31. esp_sleep_enable_timer_wakeup(totalSleepUs);
32. esp_deep_sleep _start ();

33.}

34,

B >' . h A AK2A0GFYRBBSNAYI h- Y “w- s wah o h
R S S L >w "o . A hCe T Ty A L BT S>SWAL
A A ~ B AR, hg YO w SwIAT Y L Y -y
RA2RS&a0 _ . A h* > w7 A>T Y A Ah BT T w Y
E - " T w o, A B h ¢ Y1 w¢ B 1847 >SWA, AY h vh AT A
AT D o T Lp e R < W s AT
hot > A <" ¢ O0SALIWNFYR2YO "N AY _ >w  hy Yo
- ‘ h >S- v Y B A h AU L B S B * ¢ 7Y Bt

5321nqAs "1t ho Yy 0 Y ErergyBugdetAnalysiyt t B L T AT

e« h _"A">>h oA 7> oA T T oA T s <
v : ' " >h Y N L W T oK Yhh << AT
Ah 8° Ah® | “¢¥ v v Ah h-ht s> 4t hegv-om -
B, ! B ¢J'B‘t;h/\<." Y Yy T <.‘h‘-t5 ¢ ' s Y j h -B‘l
_« A s v h St>h oA s T SswA At e
K ¢ S < <B 'Y 1 h KA O I he > mh
s A0, h 9 O0AQGS LKEFaSo ¢hco v, A joh
, h o "B " <h >j A BR YL thh”ST 8¢ hhY w A hY > B 1 ' h Y B t ¢
B¢ < <8 " *hAm hahc, ' ¢h h _* 4 ~ h w

bUge&PoawWiaU 141



TU; UG UUUe g UdiibilhtieeChode o Us 3 o6
EAAHNIKO ~ - ~ ~ . o )
ANOIKTO 09U Uds YU} Useasiddid aUs 7T
MANEMIETHMIO — dhg e e e U3 safh YU)] sab¥Yaaes cU j
uh ' wh*w t - AT 05SSL) {fSSLI) tKIFasSo
rh_nh R i oh o ow, TAD ETBABTTTCTELKTC N
+ 5 ! SA" S w! a>Xx ¢ h* "< h _h . ', " h¢nh - B ! !
B <B4 O " WANYS OWBWHNREE SND ¢ ht _ A A o
h= e TAaswe e dR{AG9 ¢ G T Tt o O Chh >
>h T 9b oh -8 A8 "1 "5 [ " p 't028 8M_" "7 wh” 55/ 4
B hj h ' As" s Ch R hgRK2EAM T LIDG ENIY I hias U SAE
hC'V{WQ_B 1 817 >SWA, AY h“’_’w“’/\_h _' 1 " h”’
{ll{ £\+g{5l‘ll_"’+/\¢
4 ] rh_h/\h<' 1 "
nvh _ > h 6 T | !
ESP3X3 (deep sleep, timer wakeug p > ! ESP3Z3[106]
SX1276 (sleep mode) OH > SX127680]
s h Y=
-7 DEB.IVX8E3070 1 1 5 XL6307q123]
(power save)
rs _h _ 7 DGDEC’BV XL63070
- - ' . > |
(EN=LOW, shutdown) Om XL6307Q123]
B ' ' _ -MOSFET GFF) n > B~ "¢ " >>waA” " h™r
nthow ot xmaah TYmo [mdp > ! I=VIR=% + K HAAOYM
1 A< L ht i pn >
J”/\hz‘l:f‘(l)lts,"_'q" ‘.‘h_h/\h<," ,B,>h_v. ¢h_h _ h
Bv’ y 8 ° A h o>t t 8 .DC3.3 % "= ¥> 8 <hs " ¥ “'wh > B 15h < ]
¢h hahc<, v Ch A YA T 6on >! 0% hev<¥
¢ ht _"/\’4"’ _"/\ >‘¢"’B<BJ¢_" o'p >!l’)q3I5>5_
s Ch _ A hoo AaKdziR2gy >w' PImmhpIOid, ms .’
ha_ > _ h s A man Ym ha_ " ' <" 87, A _">_ AN -
: K4 " h> oo : >j “j h> sz >8 hvy AT s R s
'<I_|5 lI _t>||l lh >B’ /\h/\ _I ‘{‘h”"ll h<<h
P B hA o ho «C3) "4 T 151 T 9{t
nAas 4" wh' 461 OGABS t KIFasSo
CE B8 AB = 1" , h ¥ 1 " h ¢ >’ - 7 T oo 1 B _-B' < B -
* hy " hy L Y¢S T Y A hT I N TN | FA
R A VL e " AdD h_hDC33t, B clonTNd <B>H
B ChAY AL O <t5‘_""1’h_950/6{133]2>u5 /\j_h‘“>'>t5h._‘h'_{"""\
5/ p £ 6-[conTnld sAE 27T s ht o >w? T :
! B AB T 1" , h o ¢ ht “h " w, 8" R T h
j dzA Sa 0SSy i OdaNNByd <h* . A 1+ Y >8_h g Y~ w,A
h>l5<l5’_h‘ Ch_h _'/\ B A ~ 1" , h > v 5 ¢ h ¢ _ s > A ht
wo, B ¢ h YA h | B YI 0D

bUge&PoawWiaU 142



AN TUy 00U00Us g UdiilbiChieelhede o Us 3 a6
l!mou(ro o9U Uds YUy Useaesiddqid aUs 7T
MANEMIETHMIO — dhg e e e U3 safh YU)] sab¥Yaaes cU j
1 - h 1 ! n R q rl N B 1 h B Vv h I 8 , > J‘ oo
- (mA)
A ESP3Z3 (active, 160
bt{3 W< 55s MH2) 30-35 ESP3Z3[106]
As 1"
h t N . ) n .
(MOSFET ON, bood ~05s ESP3X3 + XL63070 5V} 50-80 XL63077123]
EN)
B~ . ¢ 05 s ESP3Z3 + SX1276 35.40 ESP3Z3[106], SX127€
SPI, UART, LoRa ' (standby) [80]
SRS e
hoo ~ e "o h AR T : '
warmup) 25 W< @ BAal<, 120160 | p\1E68(74], SENO48T
P [124]
BAabh o AL
he >t nrl~1s ESP3Z3 (active) 30-35 ESP3Z3[106]
B4 1 7 h " b
[ ’ . - _ Yo h
AESWHY b ¥ |~05s Ezsopg-g:rg; SX1276 (TX 150165 E(S);DSZZS[NG], SX1276¢
LoRa TX
[ >h (GPIC
grounding, ~01ls ESP3X3 30 ESP3Z3[106]
gpio_hold)
J”/\h2?2\hl¢rs," _‘(.‘ Ch_h/\h <, - _h'w‘,h>h__'“ ts‘.‘/hs_’hj "_h ‘h“’
CE h ! - Yolw > h ! ‘ h =~ B < ’ B ' Y A" € R
B B <|5‘_h0 ¢ h _h_ . Y A D _'/\‘<w"/\ B A B 7
h _' ¥ A h TWA B Ch_h/\h<,J’_’W/\lh2€3_h"l‘ M h A h
~ " . = :v — ox = ) e y ~
— = (mA) = = = oo ok x o=
. . ’ . T OHEH,
icMO7 Heul . 80120 |5V | zHO3E70] |* . . % .. . e H'
laser) x5
E9?2 MMHbI | a T OHTCERT OHT
9 8 hb 1518 3.3V SCDAQ73] periodic measurement
BME68Q (2 * ~ “ _ .| ~12 3.3V BMEG680 T .7 e HNPMHGt H”
gas heater) B [74] 320°C" a @7 OHT
ESP32C3 (active, 12C + ESP3T3 | ., ‘¢ . ®©@HAfEBN
ADC) 3035 3.3V [106] MHz, WiFi/BT OFF
MEMS Mic SEN0487 ~0,25 3.3V [8122]0487 =T a " H" ",

[ AhRZY RBAh < ¢h hah<, ¢h A h -
J{'h’_s" s, h'h‘_s ' >|s_h_ Y- B>
K ht >t " oh Y%lno. _ ~ ., 8H7_w2280 o-Tcpnxnd
> B i h*t > h = "~ ' q(*)fE::" >5_h_’w‘5‘ _h o>XT =

143



TU; UG UUUe g UdiibilhtieeChode o Us 3 o6

EAAHNIKO ~ - ~ ~ . o >

ANOIKTO 29U Uds3s BYUj Usegagiddqiud aUs ¥

MANEMIETHMIO — dhg e e e U3 safh YU)] sab¥Yaaes cU j
mMmnn Y! C_ohp o x2 O T >h T Y= (BWK10&MA) (317 h =
+ p JI‘I_Z(*M'IFX’)I'I Y'Iq) B‘_' BVIJB) j'h_’ [ “/\v<
""‘w’>h/\"l >- Y 7B A h “B’js’ _h H AN Y I
ht 7Yt sh . A B_‘>W'v‘l )"’_’*/\,h’/\s_h' . h s
rh_h o , h oo G T Y > [ 2wl =~ T >t Y pwe {
MHA Y! @ynB6xX s8A- Jo>¢ Begwks Ch" " 9TT oW _ ' A
MHY O0dY9o0n Y!0Od & ~ A" <" " ¢h hAabgecp' YT E_h<<h
ot h s gARgt 0 hA N2 FAdGEn 0 Kk {Cmnx T hCw
/\B")v'h‘v‘ /\V<'¢' B/\B'.IB'hQ' l‘Vy,ltv
| R B > rw:®™~ IB >h_" h A B [ ¢ <
mrh _"A ‘—"<VJ! > _| CB o, |_r¢" h _\,Av>
_hts >Ww AT >w -t Y Y i R I . AT d &E h Ab<
YA < B h ! >‘h_h > h > 1 ' <«<h g " _h B >h_
VA >h® ¢y Cht \Uoypt ot Chrs g de T h -
> h " DCDE=9B®Pppr0Z _ 7 T T ha>h 0 s >h hToro
h-" > 7~ >h 5% _" 7 ¢ h A Ymn
N\I hA_l—lv‘+—B\_lq‘Wl _r>WI ‘_I/\ —<Brn‘A’h _I
>w Y Y U ght h hs €Y A S T Yt w S >h o s
LT AT SR A (00 mMAOp I B ! , bt AT B ¢ <
T T e Tt <1 >w sleep300s, warmup2580° W L ¢ CoAT < e R
1L BT <wE AL AL O ObATONIZH T > 8 7 <D itteh0ABE) S W AT
CECh_h/\h<," h AB ¢ ¢ < “’<"J’y5_h' . B v "
Q rs =340 mA33 s = 4620 mAs
Q - »= 0054 mAx 302 s = 18 mAs
Q «=4620+1® F ncoc Y! a

=Q «dTe «dJ~- mcoc WmAop F wmo

e
=

E ., W< > L. St e X MYy epA <A > T
oo 0 Y X 3350mAh = ®B700mAH125)0 T T w T o ! L T !
LT s Tt e UVLOR,8BVEEA N T T E T T e
Bq’ll ‘.5\‘/0 ‘h)hh'H’B) ~ >||>h 1 ;4’. rcl 1 |
1 Jll'h/\‘l Cht 1 h VB(I\)I' tN >5'_/\V /\ -B '
ot s wet > L T T E Oy gt th A TN ST, BT B

C. w<=670XN Xy p fmAlp dc Cb-p

n~ " >WA.s .5 "' T ¢ h AT > h S " >h _hto oy

t=C  w</bw-=5695/13 F N MO . "E>W Y MT

bUge&PoawWiaU 144



o

TU; UG UUUe g UdiibilhtieeChode o Us 3 o6

EAAHNIKO ~ - ~ ~ . o )

ANOIKTO 29U Uds3s BYUj Usegagiddqiud aUs ¥

MANEMIETHMIO — dhg e e e U3 safh YU)] sab¥Yaaes cU j
533.CANXGI NS | <' oDl GSsél &0
e - <' 068001 "<8'" _H P48 - ' C A 7o >~ AN
h",>h_v‘ {rc_’v [2W| ¢ h _| ‘—V{V>nl éf
B G B < B h * A AB . _ L. 07 ¢ ¢ <V - AT S h v
>ws . {0
B".lq"—"’l‘l .l"‘_||>h_"I
rh_h _'/\ B CC > AT ' "<' h<.“’<"“|5’ >’ h ¢
B’l'Chz ~h " h 1 B h e w A h > Ah g v ¢ h Ahat A, 7 v 0 v
a! / v St ¢ YK <BJ S "p BT <” T ' h -, v ¢~ -~
Y2RdA S [2vlitLG®E s C ' _. " ' >' s.aA h~' p
‘\J;'VA">'I ;"/\V‘ >w -t b¢t > ' h o, ¢ = 1
¢ ht ! B AB 7~ 1 Y - Y Yo e s - ' ! < B ' e 1 7’ h
LE 87T <wT U AD @& T A N CRT shsth A ym T Thar S
¢ h (g < ' 1 " h " ¢ B " h ! B ¢ ¢ A (0]
CE "/\{5" 2 A\CA h ¢ Y <« B <Y 1 " ¢ {," 1 " h ¢~
h — Y ¢ v ¢ g >w A h {1 " h ~— v > B "t h 0O~- . & > h -
_,<, ‘{'>rv‘1157 \'>B)v _"‘jh"‘ O,'(")Oééé t
h n IA‘lqhB—hq‘ hhl'l‘ A >W;,l ~ L’II‘ 1 /\h
- h " Y A h - Y " ¢g >w A h 1 " h - > B "t h Yy ~ >
L S >Sw AT Y ~ > B Y U vy R S
R h =~ /}LK‘h‘Ivz’;s_‘h"<"s{sf.‘h_h‘_h" TS
S B hj h’> AB'" h = B B > h B ChAY A" C < B! ~ 1 ” h
Y E ALY h>B >SAY > ve C AT A h>w®™ , % B
B -~ h Ah Al B ! B - ' . " 7B’ * TAhL BT O e AT YD orns A hs
Ty B vh ™  h«<’vye&s h * ! ! - < 1 B A . h AB ]
* h © w -y ¢ <<V unm 1 81 Y >SWA, A “h " h >wAaA®B* B AL
1t et s ! h ZACACDrh h ! * Al B > "h ' ~ h AN
R 6b¢t X Y5b{0O - _®s Ah <s'
h = ¥ ¢ h h * h*t ' C B ! * AL B " O
[.||T| (I‘hl B—Vql‘--vj h)"' J'h('W_,/\ [2WI
G ¢ ' h < B ¥ 1 7 h - < B > Ah? ! * A B
h ¢ ' <~ LY h - ' ~=h " >h -~ h Y~ Yt hy B f ! <" ,' 3 h =~
1. void handleLoRa() {
2. int packetSize = LoRa parsePacket ();
3. if (packetSize ==48){
4. triggerBacklight 0;
5.
6.
7. uint8_t  encrypted[48], decrypted[48];
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8. for (int 1=0;i<48;i++)
9. encrypted]i] = ( uint8_t ) LoRaread();
10.
11.
12. uint8_t  keyBytes[16];
13. cfg_aes_key.getBytes(keyBytes, 17);
14. mbedtls_aes_context aes;
15. mbedtls_aes_init(&aes);
16. mbedtls_aes_setkey dec(&aes, keyBytes, 128);
17. for (int 1=0;i<3;i++){
18. mbedtls_aes_crypt_ecb(&aes, MBEDTLS_AES_DECRYPT,
19. encrypted + (i*16), decrypted + (i*16));
20.
21. mbedtls_aes_free(&aes);
22.
23.
24. SecurePacket * pkt = (  SecurePacket *)decrypted,;
25. if  (pkt ->magic == cfg_magic) {
26.
27. '}
28. }
29.}
30.
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LWT QoS
Qos 1 v
G 3 Username
ateway Setup wrer Retain LWT Message
to MQTT Bridge Configuration
Securi
. ) Password hd
Wi-Fi Settings
--------- AES Key (16 chars)
SSID MySecretkey12345
Topic
Vodafone_Giga_EXT
lora/sensors

Password

Web Interface Security

Web Password

d for accessing this configuration page. Default Last Will and Testament (LWT)
¢ suon e SAVE & REBOOT
LWT Topic
Cloud API (Optional) [Status] View Gateway Status —
aetherlogic/gateway/status
HTTP URL
i . LWT Message (Offline)
p:/iyour-site.com/api .
offiine Firmware Update
MQTT Broker LWT Message (Online) No file chosen
oniine
Server Address Upload .bin
d0a16fcc ala.eu-central-1.emgxsl.com LWT Qos
Qos 1 v
Port (8883 for S5L) Reboot Gateway
8883
Retain LWT Message
t t - ~ € € n € - n t
n ¢ 33{\1 h ~ 1> ~ 1 h g ¢ ~ h ¢ 1 B h 1 h >

Magic Number (Hex)

cafe
Quality of Service (QoS)

QoS 0 (At most once) v
LoRa Reception Profile

Keepalive Interval (seconds)

Profile (Must Match Nodes)
30

3: LONG (SF10, ~8km) v

How often to ping the broker (10-300 seconds;
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Gateway Status

Firmware v2.5.3
Last 5 Messages

LoRa Modu LoRa Profile
v OK LONG.SEI0 Device 1 (Pkt #3945) 21116

Temp: 23.0°C | Hume: 52% | CO2: 907 ppm | RSSI: -71 dBm
WiFi Signal AQTT Broke:
-76 dBm v Connected Device 5 (Pkt #1289) 21:14

Temp: 21.5°C | Hum: 50% | CO2: 809 ppm | RSSI: -61 dBm
) e Buffe
5 0 Device 3 (Pkt #1258) 21:1

Temp: 22.0°C | Hum: 49% | CO2: 879 ppm | RSSI: -65 dBm
MQIT Qos LWT Status Device 2 (Pkt #3311) 21:1
0 Enabled Temp: 22.0°C | Hum: 50% | CO2: 876 ppm | RSSI: -71 dBm
NTP Sync i Device 4 (Pkt #3005) 21:1
v Synced 22h 22m Temp: 22.0°C | Hum: 51% | CO2: 807 ppm | RSSI: -75 dBm

Back to Configuration
LoRa Packets
1116 Reboot Gateway
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Infrastructure & Data Visualization)
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dockercompose.yml RACLUEEERA T
1. version: ‘3
2. services:
3. influxdb:
4. image: influxdb:latest
5. container_name: influxdb
6. ports:
7. - "8086:8086"
8. volumes:
9. - [share/ Container /influxdb2: /var/ lib/influxdb2
10. - /share/ Container /influxdb2 - config: /etc/ influxdb2
11. restart: unless - stopped
12.
13. grafana:
14. image: grafana/grafana:latest
15. container_name: grafana
16. ports:
17. - "3000:3000"
18. user: "o"
19. volumes:
20. - Ishare/ Container /grafana: /var/ lib/grafana
21. restart: unless - stopped
22.
23. telegraf:
24. image: telegraf:latest
25. container_name: telegraf
26. restart: always
27. network_mode: host
28. volumes:
29. - Ishare/ Container /telegraf/telegraf.conf: letc/ telegrafitelegraf.conf:ro
30. depends_on:
31. - influxdb
32.
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EMINEAO AKPHE (Edge)

KopBog AignTpa
ESP32-C3 + BME680
SCD40 + ZHO3B + MIC

Kéupog #2...N
LoRa 868 MHz

LoRa
A 4 AES-128

MoAn (Gateway)

ESP32-S3 + TFT
LoRa RX — JSON
Web Ul + OTA

MQTT/TLS
o

MANEMIZTHMIO

EAAHNIKO
ANOIKTO

-

Port 8883

EMQX Cloud
MQTT Broker (Managed)

lora/sensors
aetherlogic/gateway/+/health

Subscribe

Apyitektovikr) Backend — Porj Aedopévwy Zuotriuatog AetherlLogic

MpwtokoAha:

MQTT/TLS (8883)
—— HTTP (8086, gzip)
= Flux Queries / HTTPS

Telegraf

MQTT Ceonsumer (%2 inputs)
JSON Parser — Tags + Fields
Batch: 1000 | Buffer: 10000

network_mode: host

QNAP NAS — Centainer Station (Docker Compose)

HTTP

Cloudflare Tunnel
cloudflared container
aetherlogic.eu (HTTPS)

9zip

) 4

InfluxDB v2.8

Org: Hellenic Open University
Bucket: eap_plh40
Measurement: air_guality

Measurement: gateway_health

Token Authentication

Flux
queries

Y

f

!

ﬁ XpAaTng (Browser)

Dashboards & Alerts
Panels: Gauges, Graphs
Thresholds & Color Coding

Port 3000
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5.4.2. AMQTT Broker EMQX Cloud
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Topic: lora/sensc Qob:

{"timestamp":"2026-02-13T21:20:30+02:00","gw™"4EB580","id":5," pkt":1290,"v":4.1
7."db"50.2,"temp™21.7."hum":49.2," press":994.9,"laq":69, "tvoc":95.14," co2":851,"pm
12, pm25":3. " pm10":3, rasi":-62}

2026-02-13 21:20:30
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{"type™:"heartbeat","gw":"4EB580","fw":"2.5.3", "uptime":80691,"heap": 1884 20, "wifi_r
s=i"-77,"lora_packets":1120,"buffer”:0,"ntp_synced":true,"lora_ok":true}

2026-02-13 21:20:05
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broker> w "TLS
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